Abstract-Driven by the energy crisis and global warming problem, smart grid was proposed in the early 21 th century as a solution for the sustainable development of human society. With the two-way communication infrastructure available in smart grids, a current challenge is to interpret and gain knowledge from the collected grid big data to optimize grid operations. Service recommendation techniques provide promising tools to discover knowledge from the grid data, and recommend energy-aware products/services/suggestions to the smart grid participators. This paper is among the first to investigate the prospective of introducing service recommendation techniques into the smart grid demand side management (DSM). In the first part of the paper, the backgrounds of smart grid DSM and service recommendation techniques are reviewed, followed by the presentation and discussion of key technologies that can facilitate the development of smart grid recommender systems. An outline on potential application scenarios of smart grid recommender systems as well as future challenges are also provided.
INTRODUCTION
The Power system is one of the critical physical infrastructure for human society. Traditional power systems adopt the vertically integrated structure and heavily rely on the fossil fuels. Driven by the energy crisis and increasing global warming problem, the concept of 'smart grid' was proposed in the early 21 th century. According to the definitions given by the National Energy Technology Laboratory (NETL) of the U.S [1] , smart grid is characterized by several features such as high renewable penetrations, high deregulated structure, active end user participation, self-healing, attack-tolerance, low emissions, etc. Since its proposal, worldwide efforts have been made to promote the development of smart grid. For example, the Chinese government has made the "Strong, Smart Grid" strategic plan to develop smart grid technologies [2] and a conceptual vision of smart grid is illustrated in Fig. 1 .
Today's newly emerging technologies in smart grid produce unprecedented data volumes [4] [5] , which could be collected from various widely deployed sensors with a finegrained data collection rate, such as the Advanced Metering Infrastructure (AMI), Phasor Measurement Units (PMUs), etc. For example, a provincial utility grid in China can reach 20 million meters. Assuming the data collection rate is 5-15 minutes, then this grid alone would generate about 1 terabyte per day [6] . This big data can provide more information to utilities and imposes challenges on how to effectively extract useful knowledge from the data to optimize the grid operations.
Such challenges are more notable in the demand side of smart grid, where the large scaled end users are encouraged to actively re-shape their energy consumption profiles under a certain incentive schemes or tariff signals provided by the utility. This is referred as the "Demand Response (DR)" [7] . DR is an important feature to distinguish smart grids from traditional power systems. By actively shifting their energy consumptions, end users are capable to participate in the grid operation and assist the utility to accomplish certain objectives, such as peak load reduction, grid frequency regulation, renewable accommodation, etc. How to design proper incentive or tariff schemes to maximize the users' response rate has become an important topic in the modern power system research, commonly referred as the Demand Side Management (DSM). In the smart grid context, with the explosion of data in the demand side, it would be increasingly important for the utility to learn knowledge from the demand side data (e.g., behaviors and energy consumption patterns of end users, distributed renewable energy source outputs, etc.) and use the knowledge to guide the design of DSM programs.
With the rapid growth of information technology and increasing information overload in today's Web environment, service recommendation techniques [8] have been gaining popularity in recent years. Many Personalized Recommendation Systems (PRSs) has been developed in the last decades to recommend different products to users, such as Web pages, books, movies, etc. PRSs learn the users' interests and preferences from their historical data, and recommend personalized products/services to them. This capability of recommendation techniques represents their potential impact and applicability in the smart grid domain, where different grid participants need to filter information and make choices on various energy related products/services/strategies. An overview of this vision is depicted in Fig. 2 . This paper is among the first to comprehensively investigate the prospective of applying recommendation techniques in smart grid. To the best of our knowledge, this paper is also among the first to discuss the applications of recommendation techniques in industrial & engineering domains. In particular, we focus on the applications of recommendations in the smart grid demand side. In the first part of the paper, we review the state-of-the-art of smart grid DSM and service recommendations, followed by a discussion on emerging technologies in smart grid which can facilitate the practical applications of service recommendation techniques. We then discuss potential applications of prototypes of energy-aware recommender systems for smart grid. Finally, we analyze some challenges of the practical deployment serve recommendation for smart grid. This paper is intended to become a useful reference for researchers and engineers working in the fields of service computing and power engineering, and to encourage more researches in this area in the future.
II. BACKGROUNDS
This work focuses on introducing service recommendation techniques into smart grid demand side. In this section, we give a review for the state-of-the-art of these two domains.
A. Overview of Power Demand Side Management
Currently, the DSM techniques can be generally categorized into two classes: Incentive-based DSM techniques (or Direct Load Control, DLC) [9] and pricingbased techniques (or Indirect Load Control) [10] .
In the incentive based programs, the utility directly controls the residential resources (e.g. appliances, electric vehicles, etc.) through the remote controllers to reshape the load demand profiles, so as to support various grid-level application, such as peak load reduction [11] , frequency/voltage regulation [12] , etc. As the subsidy, the utility often provides users with incentives or rewards. In the pricing based DSM programs, the utility sets up electricity price signals and, in order to stimulate end users, actively adjust their appliance utilization patterns, so as to reshape the load demand and optimize the grid operation. For example, driven by the price differences, users could choose to use more electrical appliances during the valley load period than the peak load period, therefore reducing the grid's peak load.
There has been an ongoing trend in recent years for transforming the utility services to be an e-commerce, so as to serve the end users in a more convenient way. For example, the Public Utility of Commission of Texas (US) has established the Web platform for selling the electricity retail packages to the end users [13] .
B. Overview of Service Recommendation
Recommendation techniques emerged as an independent research area in the mid-1990s. Since then, a wide range of practical applications has been developed to assist people to deal with information overload and provide personalized recommendations, content, and services. In most cases, the recommendation problem can be deduced to the problem of estimating ratings for the items that have been not seen by a user. The recommendation techniques are usually classified in two categories: content-based recommendations and collaborative recommendations.
Content-based recommendations recommend text-based items to a user based on the similar items the user preferred in the past [14] . For example, a book recommendation system will try to learn the commonalities among the books which have been highly rated by a specific user in the past. Then the books which have a high degree of similarity to whatever the user's preferences will be selected and recommended to the user. The content-based recommendations often establish user profiles which contain the users' tastes, preferences and needs, and also generate item profiles to represent the features of the items. The user profiles can be generated explicitly (e.g., through questionnaires) or implicitly leaned from the users' historical behaviors. The item profiles are often represented by keyword vectors. A certain scoring algorithm is then applied to calculate the similarity between a user profile and item profile and score the items.
Unlike content-based recommendations, collaborative recommendations try to predict the score of items for a particular user based on the items previously rated by other users. In doing so, collaborative recommendations find the "peers" of a specific user who have similar tastes and only the items that are most preferred by the "peers" will be recommended. Generally, there are two classes of collaborative recommendation algorithms, i.e. memorybased algorithms [15] and model-based algorithms [16] . Memory-based algorithms are heuristics which make rating predictions for the targeted user based on the collection of historical rated items by the other users. Model-based algorithms learn a model from the historical rated items by the other users, and then use the model to make rating predictions.
In recent years, some hybrid recommendation techniques are also proposed to combine both the merits of contentbased and collaborative recommendations. More comprehensive review of the recommendation techniques can be found in [8] [17] [18] .
III. KEY TECHNOLOGIES
The metering and two-way communication infrastructures serve as a springboard to apply service recommendation techniques in smart grid demand side. Through the metering infrastructure and load monitoring techniques, the utility can gain the energy consumption information from the user side, while the two-way communication infrastructure facilitates the information sharing between the end users and utility. Since the number of end users in smart grid is very large, recent advances in computing science technically facilitate the efficiently, securely and fast processing of the big data. In this section, some key technologies that support the future deployments of smart grid recommender systems are briefly reviewed.
A. Advanced Metering Infrastructure
AMI is playing a vital role in modern smart grids. It is an integrated system of smart meters, communication networks and data management systems which enables twoway communication between utilities and customers [19] . The customer systems include in-home displays, home area networks, energy management systems and other customer-side-of-the-meter equipment that enable smart grid functions.
AMI can provide useful residential energy consumption data to the utility. Based on the data gathered by AMI, the utility can analyze the residential energy consumption features (e.g., daily energy consumption profiles, seasonally energy consumption features, peak load values, etc.) and design proper operational strategies. For example, based on the AMI data, the utility can optimize the time-of-use pricing structures, make network expansion schemes and develop innovative energy such as the smart grid recommender systems.
B. Load Monitoring Techniques
The energy consumption data sampled by the AMI are often house-level aggregated power consumption data. The Load monitoring techniques aim to monitor and identify the users' utilization profiles of residential household appliances (e.g., ON/OFF states and power of individual appliances). Load monitoring techniques allow the utility to analyze the users' energy consumption behaviors more accurately and guide the designs of energy-aware recommender systems.
The monitoring of residential appliance utilizations can be achieved in an intrusive manner, which is through the sub-metering of each appliance of interest. This direct measure method can accurately monitor the appliance state and energy consumption, but the meter installation process is neither trivial nor economical. In 1992, Hart [20] proposed to identify the power profiles of individual appliances through the aggregated house-level power profile. This technique is referred as the non-intrusive appliance load monitoring (NILM) technique. The NILM technique has the advantage of non-intrusion to users, but the monitoring accuracy heavily depends on the NILM methods.
Since the proposal of Hart, different NILM methods have been developed, e.g. the sparse coding method [21] and the hidden Markov model based method [22] . Fig. 3 shows the NILM results and actual appliance utilization profiles for a typical house during the night.
C. High Performance Processing Platform
The number of users in smart grid is very large and and there are thus strong requirements for the smart grid recommender systems to efficiently processing the associated large data volumes. Recent advances in computing provide useful tools to achieve these objects.
As a new computing paradigm in the last several years, cloud computing is considered as a promising cyber infrastructure for the future energy systems [4] [5] . Backboned by the datacenters, cloud computing can provide multi-layered, elastic computational and data storing services to the smart grid applications. Many public cloud platforms, such as Amazon EC2 [23] and Microsoft Azure [24] , can be utilized to host various compute-intensive and data-intensive smart grid applications, such as the smart grid recommender systems. The utility can also establish its own cloud platform to deliver datacenter-level cyber services to smart grid applications.
In the program development environment level, many useful tools and development frameworks have been developed to facilitate high performance data processing. For example, Apache Strom [25] provides a powerful computation framework to capture and process the unbounded real-time data streams of smart grid (e.g., the smart meter data streams). Apache Spark [26] provides a high performance programming framework for efficiently processing the smart grid big data based on the underlying computer cluster.
D. Cyber Security Technologies
Smart grid involves a huge number of end users, whose information need to be accessed by the utility through the two-way communication infrastructure when designing the personalized smart grid recommender systems. One fundamental requirement is to ensure the privacy, security and integrity of the customer data.
Many communication infrastructures adopted by today's smart grids are also adopted by other industrial systems and can provide secure communication environments for smart grid applications to a large extent [27] . Wireless links in smart grid can be secured with the well-known standards such as 802.11i and 802.16e. Wired links in smart grid can be secured with the technologies such as firewalls, virtual private networks (VPN), IPSec, etc. Also, some key and trust management schemes, such as the public-key infrastructure (PKI), can be also customized specifically for smart grid operators, to support the provision of symmetric keys into thousands of devices in smart grid.
There are also some emerging secure collaboration technologies which can secure the information sharing among different smart grid participants. For example, the homomorphic encryption technique [28] allows the encrypted data to be processed by certain operators (additions, multiplications, etc.) and the results are same with that of processing the plain data. Based on the homomorphic encryption technique, the Secure Multi-Party Computation (SMC) technology [29] is developed. The basic idea of the SMC is that, given a computation function, a set of specific protocols can be designed between the collaborators to enable them to only share data encrypted with homomorphic encryption and use the encrypted data to do the computation so that each party can only decode the computation result, rather than others' contributed data. Some literatures have discussed the prospective of using SMC technology to construct secure smart grid collaboration environments [30] .
IV. POTENTIAL SMART GRID RECOMMENDER SYSTEMS
Through learning knowledge from the residential data, service recommendation techniques could have significant application potentials in smart grid demand side. In this section, we discuss the prototypes of some smart grid recommender systems for the grid residential users. It is worth noting that the possible smart grid recommender systems are not restricted to the ones discussed in this paper.
A. Application Scenario 1: Energy Saving Electrical Appliance Recommender System 1) Application Scenario Introduction
The energy consumption ratings of electrical household appliances have significant impact on the user's electricity cost. For a specific type of appliances, different modes may have different energy consumptions. Some modes produced by more advanced technologies could be more efficient and consume less power than others. The residential users in the grid are encouraged to use the energy saving appliances. On one hand, the users can benefit from the energy saving appliances with the reduced electricity costs and, on the other hand, the network power demand can be reduced by encouraging users to use energy saving appliances. Examples in this area include web postings on energy saving appliances of energy providers that enable energy users to purchase preferred items, such as the Alabama Power in the U.S [31] .
2) Conceptual System Prototype In this application scenario, we discuss an energy saving electrical appliance recommender system for the smart grid end users, whose conceptual prototype can be depicted in Fig. 4 . The recommender system is based on the sensing infrastructure in the demand side. Firstly, the house-level energy consumption profiles of the end users are monitored by the AM, and sent to recommender system. The NILM technique is then applied to disaggregate the smart meter data and identify the users' individual appliance utilization profiles. From the NILM results, the recommender system can extract some typical applicant utilization features of the user (e.g, the appliance most frequently used, the appliance consumes most daily energy, accumulated used time of the appliance, etc.). The appliance utilization features of users are stored in the user knowledge database, together with their interest data on the energy saving appliances. The users' interest data can be collected implicitly (e.g., from the users' browsing records on the electrical appliance e-shopping web sites) or explicitly (e.g., through the user survey). The user knowledge database could also store some basic information of the users, such as the age, occupation, etc.
The data in the user knowledge database is then trained by the recommender system to form a model which defines the relationships of the users' information (including the users' appliance utilization patterns and their basic information) and users' interests on energy saving appliance products. For a target user, the user's appliance utilization features (extracted by using the NILM technique), user's basic information, and the energy saving appliance product information are input into the recommender system to get the predicted rating of the target user on that product. The energy saving appliance products are then sorted according to the predicted ratings and recommended to the target user.
B. Application Scenario 2: Electricity Retail Plan Recommender System 1) Application Scenario Introduction
In this application scenario, we describe an electricity retail plan recommender system for the smart grid end users. As mentioned before, the development of smart grid flourished the electricity retail business, where an electricity retail company publishes different electricity retail plans to users to choose. A residential end user can choose a plan form any retailer, and sign the contract with the retailer. The end users in modern grids often face the choice difficulties from the large number of electricity retail plans. For example, in the Texas electricity retail plan E-commerce website [13] , there are more than 1,000 plans from hundreds of retail companies. Some auxiliary tools (such as the Energy Made Different electricity retail plans have different pricing rates and schemes. For example, some plans use the fixed rates and others use the time-of-use (TOU) rates, where the electricity price at night is cheaper than that in the daytime. In a large group of users, there are often trends for choosing different retail plans between users with different energy consumption patterns. For example, a user who has large energy consumption deviations between the week days and weekends will prefer the time-of-use rates, so as to save electricity cost.
2) Conceptual System Prototype The conceptual prototype of the electricity retail plan recommender system is shown in Fig. 5 . The system is based on the AMI. The house-level energy consumption data are collected and sent to the user knowledge database. For each user, his/her current & historical selected plans are stored into the user knowledge database. The recommender system then extracts the household energy consumption features of users (e.g., the average monthly consumption, summer season consumption, week day and weekend consumptions, daily peak and valley period consumptions, etc.) and trains a model to find the relationships of energy consumption patterns and retail plan choices. For a target user, the recommender system firstly analyzes his/her energy consumption features, and then uses the trained model to recommend the most suitable plans for the target user.
C. Application Scenario 3: Household Demand Response Schedule Recommender System 1) Application Scenario Introduction
The variable tariff schemes are widely used in many countries. The variable tariff schemes, such as the TOU scheme, charge different electricity rates at different time periods, so as to stimulate users actively reshape their energy consumption profiles to reduce their electricity costs while improving the energy efficiency of the grid. This is called the pricing based demand response. The response rates of users heavily rely on their subjective wills. Currently, there is still a large portion of residential users lacking the awareness of demand response. The design purpose of the recommender system here is to recommend the energy efficient household appliance utilization plan to the users, so as to encourage their responses.
2) Conceptual System Prototype The conceptual prototype of the household demand response recommender system is shown in Fig. 6 . Here we only consider the users who adopt the variable pricing plans and neglect the users who use the fixed rate plans. Firstly, through the AMI and NILM technique, the daily appliance utilization information of the users is collected by the recommender system. Then, the recommender system classifies the appliances based on the expert knowledge as detailed in the following: a) Shiftable appliances and non-shiftable appliances. The non-shiftable appliances include the appliances such as lights, iron, etc. Normally, the variable pricing schemes have little impact on the utilization patterns of the nonshiftable appliances. For example, a user will not choose to keep the light off when the room is dark just to avoid the high electricity rate. The shiftable appliances include the appliances such as washing machines, dish washers, etc. The shiftable appliances have more flexibility for their utilization times. For example, a user may want to shift his/her washing machine utilization time from 7pm to 11pm before he/she goes to bed, so as to avoid the high tariff rates. b) 'Smart users' and 'non-smart users'. The 'smart users' represent the users who make energy efficient utilization schedules for the shiftable appliances, while the 'non-smart users' represent the users who do not respond to the variable pricing schemes.
Based on above classifications, for a target 'non smart' user, the recommender system firstly finds out his/her daily life schedules by implicitly analyzing the non-shiftable appliance utilization patterns. The recommender system finds out the similar users who have similar daily life schedules and pricing schemes with the target user, and then recommend the energy efficient shiftable appliance utilization schemes which are adopted by the similar users to the target user.
D. More Smart Grid Recommender Systems
In this section, we have discussed some potential application scenarios of service recommendation techniques on the smart grid demand side. Certainly, more recommender systems can be developed in the smart grid domain. For example, a recommender system could be developed to recommend driving routes for the electric vehicle (EV) drivers by considering both the requirements of the EV drivers and the conditions and operational indices of distribution networks. The smart grid recommender systems would also not necessary be restricted to the demand side. For instance, a recommender system could also be developed to recommend electronics devices and products to the utilities. Another recommender system could be developed to learn the early warning experiences of other grids in face of the extreme weathers, and then recommend suitable early warning schemes for the utility when facing the extreme weather conditions. V. CHALLENGES There are challenges to be addressed for the practical development and deployment of smart grid recommender systems in order to exploit the potentials of applying service recommendations as discussed below.
A. Universal Popularity of Sensing Infrastructure
Recommender systems are essentially data-driven systems. Many smart grid recommender systems heavily rely on the wide-area data collected by the sensing infrastructure. Currently, the AMI has been widely deployed in many countries. In some countries, especially in the developing countries such as China, the popularity of AMI is limited. For some sensing devices, such as the phasor measurement units (PMUs), their current deployments are also quit limited due to the high investment costs. Therefore, the limited deployments of sensing infrastructure are a challenge for the practical design of smart grid recommender systems.
B. Technique Obstacles
At current stage, In addition to the limited popularity of sensing infrastructure, there are still some technique obstacles to implement the fine-grained two-way information sharing and collaborations between the end users and grids. For example, with the increase of the number of appliances, the computational costs of the NILM methods will often rapidly increase and the identification accuracies will decrease. Another example is the SMC technology. Although it is considered to be a promising solution to establish secure collaboration environment in smarg grids, it is also associated with some technical challenges. One is that the SMC solution is not generic for a variety of computations and another is that the SMC would be computational intensive when the number of collaborators increases. Therefore, the technical improvements of the key technologies will be significantly beneficial for adapting the recommendation techniques to the practical grids.
C. Data Privacy and Security
The operations of smart grid recommender systems involve a lot of information sharing between the utility and end users, where the data privacy and security will be a major concern of the users. Although the current cyber infrastructure of smart grid can provide secure computation and communication environments to a large extent, there are still some challenges remained. The smart grid recommender systems can be interconnected and connected with other external systems (e.g., smart home management system, energy management system in the control center, SCADA system, etc.). These interconnections create new possibilities and threats in cyber security. The wireless sensor network in AMI is vulnerable to be attacked by the cyber adversaries [33] and users may also not trust third party cloud platforms to manage and process their data.
D. Challenges in Recommendation Methods
As an active research field, there are also some challenges existed in the recommendation methods themselves. Some notable challenges include: (a) cold start problem (common problem for many recommender systems) -the cold start problem is often caused by the new items which are rare rated by the users, and are thus difficult to be chosen by the recommender systems to recommend; (b) dilemma for recommendation diversity and accuracyrecommendations for diversity in item selection is encouraged, even if it might lead to negative responses by the users for item to which he/she is not familiar with ; (c) data sparse problem -in the data sparse problem, the number of items which are commonly rated by multiple users are very small comparing with the whole item collection and, in these instances, the data sparse problem would affect the recommendation accuracies of most of relational analysis based methods (such as the collaborative filtering); (d) conflict resolution while using ensemble/hybrid approaches -recommenders work in a world with rich metadata and rich data about users, and the combination of this diverse data is a non-trivial challenge; and (e) big data environment -with the data explosion, the time and space complexities are critical factors for a recommendation algorithm to be adapted to the big data environment.
E. End Users' Awareness
The end users' willing for demand response is a critical factor for the successful deployments of smart grid demand side recommender systems. To what extent will the users accept the recommender systems? How will the users respond to the recommendation results? The answer for these questions on one hand depends on the recommendation qualities of the recommender systems, and on the other hand depends on the users' awareness on the smart grid technologies. In the final analysis, improving the awareness of the end users on the smart grid and demand response requires more training and education on their key aspects and available offer.
VI. CONCLUSIONS
In this paper, we are among the first to give a review on applying service recommendation techniques in smart grid. We presented the related backgrounds and the prospective of combining service recommendation and smart grid, and introduce some key technologies which can support the practical deployments of smart grid recommender systems. We discussed the conceptual prototypes of some smart grid recommender systems and analyzes the potential challenges involved.
Currently, the authors are working on implementing the smart grid recommender systems discussed in this paper and believe that more research needs to be devoted in this area.
